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ROADMAP -
CYBER SECURITY
IN BELARUS

The Future of Cyber Security -
Does It Matter... or not?
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The rapid development of information technologies and the Vitebsk
central role the Internet plays in the lives of the citizens, who region
do not have basic skills to protect their personal information,
have led toanincrease in cyber attacks, ) M
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Classification of cyber crimes by the Serious of severe crimes 25 ‘ 25
degree of public danger presented,
based on the total number registered Crimes of medium
criminal offenses in the field of high severity 1384 _ 2438
technology in the Republic of Belarus,
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Results of statistical data show that the number of cyber crimes is growing, while there
are not enough institutions able to ensure and guarantee information security in the
Republic of Belarus, and the existing ones are not ready to withstand new attacks.
What is at stake? ooT LEVEL
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What causes the most concern?
What are the biggest Cybersecurity threats?
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Cyber insurance is defined as an insurance product designed to ensure cyber security in
business. Insurance goes hand in hand with technological, operational and educational
measures aimed at protecting a company in cyberspace, providing risk reduction
services and compensation inthe event of a worst-case scenario.

How to Improve Organization’s Cyber Security?

Cyber security responsibilities carried
out independently by the company
or outsourced to a security provider:

What functions of a company's information
security center have been outsourced
to a network security provider:

Special measures Penetration testing
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in the republic of Belarus
Banks and non-bank
Kvol GDPR financial institutions ISO/IEC 27001

(State Register of Crucial
Objects of Informatization
ofthe Republic of Belarus)

KVOI carries out the fun-

Aregulation that sets guid-
elines for companies
processing personal infor-
mation from individuals
who live in the European

Issues of operational safety,
security of banking serv-
ices, protection of inform-
ation resources and infor-
mation, security of banking

Compliance with inform-
ation security requiremen-
tsfor the creation, develop-
ment and maintenance of
the Information Security

ctions of the information
system, and ensures pro-
vision of a significant amo-
unt of information services,
violation (partial or com-
plete termination) of which
may lead tosignificant neg-
ative consequences for
national security in the
political, economic, social,
information, environme-
ntal,and other areas.

Union. transactions. Management System.
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The Republic of Belarus is at the very beginning of its path to building a cyber
security strategy and the resilience to withstand cyber attacks. Many
organizations sometimes do not even fully understand what information and
assets are critical to them and where they are stored, not to mention their
effective protection. Therefore, they are ready to invest fundsin organization ofa
basiclevelof cybersecurity.

Basic Insurance Coverage
Attractive to Policyholders:

Additional Coverage Attractive
to Policyholders:

Cyberincidentresponse Incidentinvestigation

Covers the costs associated with the services of cy-
bersecurity experts involved in the rapid response,
intervention and prevention of cyber attacks.

Covers experts' expenses associated with
investigations of cyber attacks and determina-
tion ofthe attacks'aims.

Contingent Business Interruption Coverage - .
9 pt 9 Crisis Communication

Coverlossesincurredasaresult of disruption to IT

Covers the expenses of PR crisis specialists in
systernsand websites caused by cyber attacks, P P

. orderto protect the client's reputation.
The amount of the losses is calculated based on
the turnover recorded in previousyears, as well as

the company objectives for the current quarter. Data Recovery Cost

Compensation for the restoration of destroyed,

Cyber extortion lostor damaged data.

Compensation associated with ransomware,
decryption of blocked information, as well as in
connection with threats of destruction or
damagetothe ITdatainfrastructure.

Business Expenses

Coversthe cost of attorney services in the case of
a lawsuit as a result of a cyber attack on a

Third-Party Lial policyholder.

ity

Compensation for losses incurred by third parties
as a result of a cyber attack on a policyholder, in
accordance with their requests and/or court
orders.

Civil penalties

Covers any fines imposed by state authorities as
a result of a personal data breach.
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Social Engineering (Phishing)

Covers the loss of income and assets that a
policyholder incurred as a result of application of
social computer engineering technologies.

ooT LEVEL

Overview of the laws governing the issues of legal
ESOURCES

protection of network security in the Belarus

Constitution of the Republic of Belarus of 15.03.1994 N22875-XI;
http://base spinform.ru/show.doc fwx?rgn=19903

Codified rules and regulations:

The Civil Code of the Republic of Belarus contains rules relating to official and commercial secrets, establishes such forms of
relationship as information services, recognized electronic signature as a tool for verification of contracting parties, provides for
liability for illegal use of information (Article 140, Part 2 of Article 161, Article 10T, etc.):

httg nform.ru/show. doc.fwx?ran=1822

The Code of the Republic of Belarus on Administrative Offences sets out the administrative and legal sanctions for offenses in the
information sphere. Such offences include refusal to provide a citizen with information directly affecting his/her rights, freedoms
and legitimate interests (Article 96), illegal use or disclosure of information entered into the Shareholder register or information
on the results of financial and economic activities of the Issuer of securities (Article 1173 ), unauthorized access to computer
information (Article 22.6), violation of information protection rules (Article 22.7), illegal activities in the field of information
protection (Article 22.8), disclosure of commercial or other secrets protected by law or personal data (Article 2213), disclosure of
official secrets through negligence (Article 22.15), violation of the rules for the use of the national segment of the Internet (Article

2216), and others: https:/base.spinform.ru/show_doc.fwx2rgn=14895

The Criminal Code of the Republic of Belarus defines criminal liability for crimes against information security (Chapter 31), as well
as other crimes in the information sphere (theft through the use of computers (Article 212), deliberate disclosure of state secrets
(Article 373), disclosure of state secrets through negligence ( Article 374), deliberate disclosure of official secrets (Article 375),
violation of copyright, related rights and industrial property rights (Article 201), breach of the secrecy of correspondence,
telephone negotiations, telegraphic and other communications (Article 203), illegal collection or dissemination of information
about private life of a person (Article 179), into the Shareholder register or information on the results of financial and economic

activities of the Issuer of securities (Article 226-1), etc: https://basespinform.ruishow. doc.fwx2ran=1977

According to the provisions of the Labor Code of the Republic of Belarus each employee undertakes to keep confidential any
state and official secret, not to disclose commercial secret of employer, commercial secret of third parties to which the employer
shall gain access (paragraph 1 Part 1 Article 53: https:/base spinform.ru/show_doc.fux2rgn=2562

I The Tax Code of the Republic of Belarus (general part) includes the rules establishing the procedure for protection of various

types of confidential information: https://base.spinform.ru/show_doc.fwx?rgn=30488

Laws of the Republic of Belarus:
I The Law of the Republic of Belarus of 10.11.2008 No. 455-3 “On information, informatization and information protection”:
http:/base spinform.ru/show_doc.fwx?ran=25309
| The Order of Operational analytical center in case of the President of the Republic of Belarus of 1210.2018 No. 15:
http://base.spinform.ru/show_doc.fwx?rgn=110582
I The Law of the Republic of Belarus of 05.01.2013 No. 16-3 “On Commercial Secret”:
http://base spinform.ru/show. doc.fwx?ran=56984
I The Law of the Republic of Belarus of 19.072010 No. 170-3 “On State Secrets”:
http://base.spinform.rufshow_doc.fwx?rgn=31609
I The Law of the Republic of Belarus of 05.051999 No. 250-3 “On Scientific and Technical Information™
http:/base spinform.ru/show_doc.fwx?rgn=1899
I The Law of the Republic of Belarus of 21.07.2008 No. 418-3 “On the Population Register”:
http://base spinform.ru/show_doc.fwx2rgn=23951
| The Law of the Republic of Belarus of 13.07.2006 No. 144-3 “On the Census of the Population™:
http://base spinform.ru/show_doc.fwx?ran=13709

The Law of the Republic of Belarus of 2812.2009 No. 113-3 “On Electronic Document and Digital Signature™
http://base spinform.ru/show_doc.fwx?rgn=30109

Decrees of the President and Resolutions of the Council of the Council of Ministers of the Republic of Belarus
and the Security Council of the Republic of Belarus:

On Information Security Concept: Resolution of the Security Council of the Republic of Belarus of 18th of March 2019 No. 1#/ The
official Internet portal of the President of the Republic of Belarus. - Access mode:
http:foresident.gov.byit Jments/2019/1post.pdf

Decree of the President of the Republic of Belarus of 01.02.2010 No. 60 “On Measures to Improve the Use of the National
Segment of the Internet”: http:/base.spinform.ru/show_doc.fwx?2rgn=30490

Decree of the President of the Republic of Belarus of 08.11.2011 No. 515 “On Some Issues of the Information Society in the
Republic of Belarus”: http:/fbase.spinform.rufshow_doc.fwx?rgn=47739

Objects of Informatization™ http://base.spinform.ru/show._doc.fwx?rgn=47499

Decree of the President of the Republic of Belarus of 16.04.2013 No. 196 “On Some Measures to Improve the the Protection of

Information”: http:/base.spinform.rufshow_doc.fwx?rgn=59272

Resolutions of the Council of Ministers of the Republic of Belarus of 15.05.2013 No. 375 “On Approval of the Technical Regulation
of the Republic of Belarus" Information Technologies. Means of Information Protection. Information Security " (TP 2013/027/8Y)"

I Decree of the President of the Republic of Belarus of 2510.2011 No. 486 “On Some Measures to Ensure the Safety of the Crucial
| http:fpravo.ne

us/postanovsmO/sovm490.htm




